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These contract clauses should be used if the contract is not the product of the BIT RFP process.  There are sections that can be used for COTS, Custom, and Hosted software sets. 

Use for COTS software set

I. General

The Vendor shall maximize the security of the software throughout the term of this Contract including but not limited to the following terms and conditions.

The Vendor agrees that the terms of this Contract shall apply to the Vendor's employees, as well as to any third party contractors and subcontractors that may be employed by Vendor for the Contract.
The Vendor shall take all reasonable actions necessary to protect information, security processes, and any associated documentation, to help limit the likelihood that potential vulnerabilities are exposed.

The Vendor shall use the highest applicable industry standards including but not limited to the South Dakota Application Security Vulnerabilities document and the Top 25 software errors from the SANS Institute.
 
The Vendor shall use the highest applicable industry standards for secure software practices to resolve critical security issues as quickly as possible. The "highest applicable industry standards" shall be defined as the degree of care, skill, efficiency, and diligence that a prudent person possessing technical expertise in the subject area and acting in a like capacity would exercise in similar circumstances. 

Personnel

The Vendor shall identify a person who will be responsible for overall security of the application management and update process throughout the Contract period. 

The person identified shall be known as the project Security Lead. The Security Lead shall certify the security of each deliverable.

Security Training

The Vendor shall document the training the vendor offered related to defining security requirements, secure architecture and design, secure coding practices, and security training.

Background Checks of Developers

The Vendor shall perform appropriate criminal background checks on all project team members and certifies that all individuals who will be involved in this Contract have cleared such background investigations.  

Vulnerabilities, Risks and Threats

The application / software solution must not present any of the security vulnerabilities listed on Section A of the South Dakota Application Security Vulnerabilities document.  This document can be found at http://cybersecurity.sd.gov/docs/development/DevelopmentSecurityItems.pdf. 

The Vendor shall share with the State of South Dakota, in writing, the results of their security assessment. Such security documentation shall describe applicable software, security design, risk analysis, or issues.

Application Development

The Vendor shall provide the State of South Dakota documentation detailing its patch management (for application and system software), and update process. The documentation shall clearly identify the measures that will be taken at each level of the process to develop, maintain and manage the software securely.

The Vendor shall provide secure configuration guidelines to the State of South Dakota that describes security relevant configuration options and their implications for the overall security of the software. The guidelines shall include description of dependencies on the supporting platform, including operating system, web server, application server and how they should be configured for security. The default configuration of the software shall be secure.
 
The Vendor shall state and include in Exhibit B to this contract what threat assumptions were made, if any, when designing protections for the software and information assets processed.

The Vendor shall state and include in Exhibit B to this contract how design documents for completed software applications are archived.

The Vendor shall document what secure development standards and/or guidelines were provided to the developers.

The Vendor warrants that in preparation for release all undocumented functions in the software were disabled, test/debug codes removed, and source code comments sanitized.

The Vendor shall state and include in Exhibit B to this contract what security criteria, if any, were considered if third-party suppliers were used.

II. Development Environment

(a) Secure Coding
The Vendor shall disclose what tools were used in the software development environment to encourage secure coding.

(b) Configuration Management
The Vendor warrants that a source code control system that authenticates and logs the team member associated with all changes to the software baseline and all related configuration and build files was used.

(c) Distribution
The Vendor warrants that a build process that reliably builds a complete distribution from source code was used. This process included a method for verifying the integrity of the software delivered to the Client.

(d) Disclosure
The Vendor shall document in writing to the State of South Dakota all third party software used in the software, including all libraries, frameworks, components, and other products, whether commercial, free, open-source, or closed-source.

(e) Evaluation
The Vendor shall make reasonable efforts to ensure that third party software meets all the terms of this agreement and is as secure as code developed by the Vendor.
 
III. Testing

(a) General

The Vendor shall state and include in Exhibit B to this contract what release criteria the Vendor has for its products with regard to security.

The Vendor shall provide a security test plan that defines an approach for testing or otherwise establishing that each of the security requirements has been met. The vendor shall implement the security test plan and provide the test results to the State of South Dakota.

(b) Source Code
The Vendor warrants that during the application development lifecycle process the source code was evaluated to ensure that security standards, policies, and best practices were followed. The Vendor shall have a documented procedure for conducting periodic code reviews.

The Vendor shall state and include in Exhibit B to this contract what degree of code coverage the Vendor’s testing provided.


(c) Vulnerability and a Penetration Test

The Vendor agrees that, prior to implementation; the application shall undergo vulnerability and penetration testing. The State of South Dakota reserves the right to request a vulnerability and performance scan on the application. The State of South Dakota also reserves the right to perform its own security vulnerability and/or penetration testing. 

The Vendor shall provide to the State of South Dakota written documentation of the results of the security scans and tests along with a mitigation plan, if applicable.  The Vendor agrees that any vulnerabilities found during the security scans shall be mitigated within a reasonable period.

Patches and Updates

The Vendor shall document the process used to prioritize security related enhancement requests.

The Vendor shall provide notification of patches and updates affecting security as part of the patch management process throughout the software lifecycle.

The Vendor shall apply, test, and validate the appropriate patches and updates and/or workarounds on a test version of the application before distribution.

Tracking Security Issues

The Vendor shall track all security issues uncovered during the entire software lifecycle, whether they raise a requirements, design, implementation, testing, deployment, or operational issue. The risk associated with each security issue shall be evaluated, documented, and reported to the State of South Dakota as soon as possible after discovery.
 
IV. Delivery of the Secure Application

The Vendor shall provide a "certification package" consisting of the security documentation created throughout the software’s lifecycle. The package shall establish that the security requirements, design, implementation, and test results were properly completed and all security issues were resolved appropriately.

Security issues discovered after delivery shall be handled in the same manner as other bugs and issues as specified in this Agreement.

No Malicious Code

The Vendor warrants that the software does not contain any code that does not support a software requirement or that weakens the security of the application, including but not limited to computer viruses, worms, time bombs, back doors, Trojan horses, Easter eggs, and all other forms of malicious code.
 
V.  Security Acceptance and Maintenance

Acceptance

The software shall not be considered accepted until the Vendor certification package is complete and all security issues have been resolved.

Investigating Security Issues

After acceptance, if security issues are discovered or reasonably suspected, Vendor shall assist the State of South Dakota in performing an investigation to determine the nature of any or all such issues.

Software History and Licensing

The Vendor warrants that there has been a clear chain of licensing from the original author to the latest modifier.

The Vendor will share with the State of South Dakota, in writing, the change management procedure used to identify the type and extent of changes conducted on the software throughout its lifecycle.

Software Manufacture and Packaging

The Vendor state and attach to Exhibit B to this contract the security measures used at the Vendor’s software packaging facility along with what controls are in place that ensures only the accepted/released software is placed on media for distribution.

The Vendor shall state and include in Exhibit B to this contract how the integrity of downloaded software is protected.

Installation

The Vendor shall state and include in Exhibit B to this contract if a validation test suite or diagnostic is available to validate that the application software is operating correctly and in a secure configuration following installation, as well as how it is obtained.

The Vendor shall state and include in Exhibit B to this contract what training programs are available through the Vendor for the software and if the Vendor offers certification programs for the software integrators, as well as what training materials and opportunities are available.

Support

The Vendor shall state and include in Exhibit B to this contract what services the help desk, support center or, if applicable, on line support system offers.

Software Change Management

The Vendor shall state and include in Exhibit B to this contract how extensively the patches and Service Packs are tested before they are released.

The Vendor shall state and include in Exhibit B to this contract if patches and Service Packs can be uninstalled and if the procedure for uninstalling a patch or Service Pack is automated or manual.

The Vendor shall state and include in Exhibit B to this contract if configuration changes can be reset to what they were before the patch was applied in cases where the change was not made explicitly to close vulnerability.

The Vendor shall state and include in Exhibit B to this contract how the reports of defects, vulnerabilities, and security incidents involving the software are collected, tracked, and prioritized.

The Vendor shall state and include in Exhibit B to this contract how the Vendor determines the relative severity of defects and if that drives other things like how fast to fix the issues.

The Vendor shall state and include in Exhibit B to this contract what the Vendor’s policies and practices are for reviewing design and architecture security impacts in relation to deploying patches.

The Vendor shall state and include in Exhibit B to this contract if the Vendor’s version control and configuration management policies and procedures are the same throughout the Vendor’s entire organization and for all of the Vendor’s products, as well as how they are enforced and if any third-party developers are contractually required to follow these policies and procedures.  

The Vendor shall state and include in Exhibit B to this contract what policies, processes, and tools used to verify that software components do not contain unintended “dead’ or malicious code.

The Vendor shall state and include in Exhibit B to this contract how the Vendor’s software provenance is verified.

Timeliness of Vulnerability Mitigation

The Vendor warrants that the Vendor publishes a security section on a web site and security researchers have the ability to report security issues.

Security Track Record

The Vendor warrants that the Vendor has an executive-level officer responsible for the security of the Vendor’s software products and processes.


Use for custom software

I. General

The Vendor shall maximize the security of the software development throughout the term of this Contract including but not limited to the following terms and conditions.

The Vendor agrees that the terms of this Contract shall apply to the Vendor's employees, as well as to any third party contractors and subcontractors that may be employed by Vendor for the Contract.
The Vendor shall take all reasonable actions necessary to protect information, security processes, and any associated documentation, to help limit the likelihood that potential vulnerabilities are exposed.

The Vendor shall use the highest applicable industry standards including but not limited to the South Dakota Application Security Vulnerabilities document and the Top 25 software errors from the SANS Institute.
 
The Vendor shall use the highest applicable industry standards for secure software development practices to resolve critical security issues as quickly as possible. The "highest applicable industry standards" shall be defined as the degree of care, skill, efficiency, and diligence that a prudent person possessing technical expertise in the subject area and acting in a like capacity would exercise in similar circumstances. 

Personnel

The Vendor shall identify a person who will be responsible for overall security of the application development, management, and update process throughout the Contract period. 

The person identified shall be known as the project Security Lead. The Security Lead shall certify the security of each deliverable.

Security Training

The Vendor shall be responsible for verifying that all members of the developer team have been successfully trained in secure programming techniques.

The Vendor shall document the process including applicable training courses and/or methods that their application developers are given and/or follow related to developing applications.

The Vendor certifies that only application developers who have received appropriate level of training on secure application development shall be involved in the Contract. 


Background Checks of Developers

The Vendor shall perform appropriate criminal background checks on all development team members and certifies that all individuals who will be involved in this Contract and the software development process have cleared such background investigations.  

Vulnerabilities, Risks and Threats

The application / software solution must not present any of the security vulnerabilities listed on Section A of the South Dakota Application Security Vulnerabilities document.  This document can be found at http://cybersecurity.sd.gov/docs/development/DevelopmentSecurityItems.pdf. 

The Vendor shall share with the State of South Dakota, in writing, the results of their security assessment. Such security documentation shall describe applicable software, security design, risk analysis, or issues.

Application Development

The Vendor shall provide the State of South Dakota documentation detailing its application development, patch management (for application and system software), and update process. The documentation shall clearly identify the measures that will be taken at each level of the process to develop, maintain and manage the software securely.

The Vendor shall provide secure configuration guidelines to the State of South Dakota that describes security relevant configuration options and their implications for the overall security of the software. The guidelines shall include description of dependencies on the supporting platform, including operating system, web server, application server and how they should be configured for security. The default configuration of the software shall be secure.
 
II. Development Environment

(a) Secure Coding
The Vendor shall disclose what tools are used in the software development environment to encourage secure coding.

(b) Configuration Management
The Vendor shall use a source code control system that authenticates and logs the team member associated with all changes to the software baseline and all related configuration and build files.

(c) Distribution
The Vendor shall use a build process that reliably builds a complete distribution from source code. This process shall include a method for verifying the integrity of the software delivered to the Client.

(d) Disclosure
The Vendor shall document in writing to the State of South Dakota all third party software used in the software, including all libraries, frameworks, components, and other products, whether commercial, free, open-source, or closed-source.

(e) Evaluation
The Vendor shall make reasonable efforts to ensure that third party software meets all the terms of this agreement and is as secure as custom developed code developed by the Vendor under this agreement.
 
III. Testing

(a) General
The Vendor shall provide a security test plan that defines an approach for testing or otherwise establishing that each of the security requirements has been met. The vendor shall implement the security test plan and provide the test results to the State of South Dakota.

(b) Source Code
The Vendor agrees that during the application development lifecycle process the source code shall be evaluated to ensure the requirements of this Contract including the security standards, policies, and best practices are followed. The Vendor shall have a documented procedure for conducting periodic code reviews.

(c) Vulnerability and a Penetration Test
The Vendor agrees that, prior to implementation; the application shall undergo vulnerability and penetration testing. The State of South Dakota reserves the right to request a vulnerability and performance scan on the application during the development lifecycle and post production. The State of South Dakota also reserves the right to perform its own security vulnerability and/or penetration testing. 

The Vendor shall provide to the State of South Dakota written documentation of the results of the security scans and tests along with a mitigation plan, if applicable.  The Vendor agrees that any vulnerabilities found during the security scans shall be mitigated within a reasonable period.

Patches and Updates

The Vendor shall provide notification of patches and updates affecting security as part of the patch management process throughout the software lifecycle.

The Vendor shall apply, test, and validate the appropriate patches and updates and/or workarounds on a test version of the application before distribution.


Tracking Security Issues

The Vendor shall track all security issues uncovered during the entire software lifecycle, whether they raise a requirements, design, implementation, testing, deployment, or operational issue. The risk associated with each security issue shall be evaluated, documented, and reported to the State of South Dakota as soon as possible after discovery.
 
IV. Delivery of the Secure Application

The Vendor shall provide a "certification package" consisting of the security documentation created throughout the development process. The package shall establish that the security requirements, design, implementation, and test results were properly completed and all security issues were resolved appropriately.

Security issues discovered after delivery shall be handled in the same manner as other bugs and issues as specified in this Agreement.

No Malicious Code

Developer warrants that the software shall not contain any code that does not support a software requirement or that weakens the security of the application, including but not limited to computer viruses, worms, time bombs, back doors, Trojan horses, Easter eggs, and all other forms of malicious code.
 
V.  Security Acceptance and Maintenance

Acceptance

The software shall not be considered accepted until the Vendor certification package is complete and all security issues have been resolved.

Investigating Security Issues

After acceptance, if security issues are discovered or reasonably suspected, Vendor shall assist the State of South Dakota in performing an investigation to determine the nature of any or all such issues.


Use for Hosted Application Set
Service Confidentially Policies
The Vendor shall state and include in Exhibit B to this contract what the Vendor’s customer confidentially policies are and how they are enforced.
The Vendor shall state and include in Exhibit B to this contract what the Vendor’s customer privacy policies are and how they are enforced.
The Vendor shall state and include in Exhibit B to this contract what the Vendor’s policies and procedures used to protect sensitive information from unauthorized access and how they are enforced.
The Vendor shall state and include in Exhibit B to this contract what the Vendor’s set of controls are to ensure separation of data and security information between different customers that are physically located in the same data center.
The Vendor shall state and include in Exhibit B to this contract what the Vendor’s set of controls are to ensure separation of data and security information between different customers that are physically located on the same server.
Operating Environment for Services
The Vendor shall state and include in Exhibit B to this contract who configures and deploys the servers what the configuration procedures are, and if documentation for all the registry settings is available.
The Vendor shall state and include in Exhibit B to this contract what the Vendor’s policies and procedures are for hardening servers.
The Vendor shall state and include in Exhibit B to this contract what the Vendor’s data backup policies and procedures are as well as how frequently the backup procedures are verified.
The Vendor shall state and include in Exhibit B to this contract what the Vendor’s procedures for evaluating any Vendor security alerts and installing patches and Service packs.
The Vendor shall state and include in Exhibit B to this contract how the Vendor’s patches and Service Packs are applied.
The Vendor shall state and include in Exhibit B to this contract if testing is done after changes are made to the servers and what the Vendor’s rollback procedures are in the event of problems resulting from installing a patch or Service Pack.
The Vendor shall document and provide to the State in writing the agents or scripts executing on the servers of the hosted applications as well as the procedures for reviewing the security of these scripts or agents.
The Vendor shall state and include in Exhibit B to this contract the procedures and policies used to approve, grant, monitor, and revoke access to the servers and if audit logs are maintained.
The Vendor shall state and include in Exhibit B to this contract the Vendor’s procedures and policies for destroying sensitive data on electronic and printed media.
The Vendor shall document and provide to the State in writing if the Vendor has a disaster recovery plan, the actions that will be taken to recover from a disaster, and if warm or hot backups are available
The Vendor shall state and include in Exhibit B to this contract what the Vendor’s procedure used to approve; grant, monitor, and revoke file permission for production data and executable code.
The Vendor shall state and include in Exhibit B to this contract if two-factor authentication is used for administrative control of all security devices and critical information systems.
The Vendor shall state and include in Exhibit B to this contract the type of security services the Vendor provides.
The Vendor shall document and provide to the State in writing how the Vendor’s virus prevention, detection, correction, and updates are handled for the Vendor’s products.
The Vendor shall state and include in Exhibit B to this contract the type of firewalls or application gateways the Vendor uses and how they are monitored and managed.
The Vendor shall state and include in Exhibit B to this contract the type of Intrusion Detection and Intrusion Protections systems are used and how the systems monitored and managed.
The Vendor shall state and include in Exhibit B to this contract whether the Vendor’s system and network architecture based on a high availability design that included redundant firewalls, routers, switches, and IDS and load balanced or clustered servers.
The Vendor shall perform regular reviews of system and network logs for security issues.
The Vendor warrants that the Vendor has an automated security event management system.
The Vendor shall state and include in Exhibit B what the Vendors procedures for intrusion detection, incident response, and incident investigation and escalation.
The Vendor shall provide 24X7 onsite support to resolve security incidents.
The Vendor shall state and include in Exhibit B to this contract if the Vendor provides write-once technology for storing audit trails and security logs.
The Vendor shall state and include in Exhibit B to this contract how the Vendor controls physical and electronic access to the log files and if the log files are consolidated to a single server.
The Vendor shall provide security performance measures to the customer at regular intervals.
The Vendor warrants that the Vendor has performed functional security testing on the services.
The Vendor shall state and include in Exhibit B to this contract if the Vendor has performed penetration testing of the service, and if yes how frequently the penetration tests are performed, and if the tests are performed by internal resource or by a third-party. 
The Vendor shall state and include in Exhibit B to this contract if the Vendor provides automated vulnerability testing of the service, if yes, how frequently are the test performed and if the test are performed by internal resources or third-parties.
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