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These clauses are considered to be a mix of legal and technical issues.  They should be used as needed and adapted by legal counsel as needed.  If they are changed wording should be checked by BIT.


1. UNRESOLVED BREACH OF THE AGREEMENT:

In the event of an unresolved breach of this agreement, the parties acknowledge that damages from the breach will be difficult or impossible to measure or quantify. Therefore, the parties hereby agree that in the event of a breach, the Vendor shall pay, as liquidated damages, and not as a penalty, the sum of  $ _____________ or the amount paid by the State to the Vendor plus ___ %, whichever is less which the parties agree is a fair and reasonable method of computing the damages caused by the breach.

The clause above can be used by the agency but they should set the dollar and % amounts.  If used all other references to amounts that should be paid in the event of a breach of an agreement should be removed.

2. CONFIDENTIALITY OF INFORMATION:

For purposes of the sub-paragraph, “State Proprietary Information” shall include all information disclosed to Consultant by the State.  Consultant acknowledges that it shall have a duty to not disclose any State Proprietary Information to any third person for any reason without the express written permission of a State officer or employee with authority to authorize the disclosure.  Consultant shall not: (i) disclose any State Proprietary Information to any third person unless otherwise specifically allowed under this contract; (ii) make any use of State Proprietary Information except to exercise rights and perform obligations under this contract; (iii) make State Proprietary Information available to any of its employees, officers, agents or consultants except those who have agreed to obligations of confidentiality at least as strict as those set out in this contract and who have a need to know such information. Consultant is held to the same standard of care in guarding State Proprietary Information as it applies to its own confidential or proprietary information and materials of a similar nature, and no less than holding State Proprietary Information in the strictest confidence.   Consultant shall protect confidentiality of the State’s information from the time of receipt to the time that such information is either returned to the State or destroyed to the extent that it cannot be recalled or reproduced.  Consultant agrees to return all information received from the State to State’s custody upon the end of the term of this contract, unless otherwise agreed in a writing signed by both parties.  State Proprietary Information shall not include information that (i) was in the public domain at the time it was disclosed to Consultant; (ii) was known to Consultant without restriction at the time of disclosure from the State; (iii) that is disclosed with the prior written approval of State’s officers or employees having authority to disclose such information; (iv) was independently developed by Consultant without the benefit or influence of the State’s information; (v) becomes known to Consultant without restriction from a source not connected to the State of South Dakota.  State’s Proprietary Information shall include names, social security numbers, employer numbers, addresses and all other data about applicants, employers or other clients to whom the State provides services of any kind. Consultant understands that this information is confidential and protected under State law at SDCL 1-27-1.5 as modified by 1-27-1.6 as well as 12-4-9, 22-40-9 (for DSS add SDCL 28-1-29, 28-1-32 and SDCL 28-1-68 SDCL 28-1-29, SDCL 28-1-32, and SDCL 28-1-68 as applicable federal regulation) ( for DMV include SDCL 32-5-143 through SDCL 32-5-151) and agrees to immediately notify the State if the information is disclosed, either intentionally or inadvertently. The parties mutually agree that neither of them shall disclose the contents of the contract except as required by applicable law or as necessary to carry out the terms of the contract or to enforce that party’s rights under this contract.    Consultant acknowledges that the State and its agencies are public entities and thus are bound by South Dakota open meetings and open records laws.  It is therefore not a breach of this agreement for the State to take any action that the State reasonably believes is necessary to comply with South Dakota open records or open meetings laws.  If work assignments performed in the course of this Agreement require additional security requirements or clearance, the Consultant will be required to undergo investigation.

3. TERMINATION PROVISION:

If this contract is for an externally hosted solution or includes HIPAA data do not use this clause, delete it.  There are alternative clauses to use.  Replace the termination clause, clause 9 in the auditor’s template.
This Agreement may be terminated by either party hereto upon thirty (30) days written notice.  In the event the Consultant breaches any of the terms or conditions hereof, this Agreement may be terminated by the State at any time with or without notice.  Upon notice of termination, by either party, the State will be provided by the consultant all current State Proprietary Information, State Data and End User Data in a non-proprietary form.    Upon the effective date of the termination of the agreement the State will again be provided by the consultant with all current State Proprietary Information, State Data and End User Data in a non-proprietary form.  If termination for such a default is effected by the State, any payments due to Consultant at the time of termination may be adjusted to cover any additional costs to the State because of Consultant's default.  Upon termination the State may take over the work and may award another party an agreement to complete the work under this Agreement.  In the event of termination, the Consultant shall deliver to the State all reports, plans, specifications, technical data, and all other information completed prior to the date of termination.  If after the State terminates for a default by Consultant it is determined that Consultant was not at fault, then the Consultant shall be paid for eligible services rendered and expenses incurred up to the date of termination.  In the event that the Consultant fails to complete the project or any phase thereof within the time specified in the Work Plan or with such additional time as may be granted in writing by the State, or fails to prosecute the work, or any separable part thereof, with such diligence as will insure its completion within the time specified in the Work Plan or any extensions thereof, the State shall be authorized to terminate the Agreement for default and suspend the payments scheduled as set forth in the Work Plan.

4. HANDLING OF DATA BREACHES:

Immediately upon becoming aware of a data compromise or of circumstances that could have resulted in unauthorized access to, disclosure of, alternation of, or use of State data, Vendor will notify the State, fully investigate the incident, and cooperate fully with the State’s investigation of, analysis of, and response to the incident.  The vendor will use a forensics company that is acceptable to the State, preserve all evidence including but not limited to communications, documents, and logs and the State will have the authority to set the scope of the investigation.  In addition, the Vendor shall inform the State of the actions it is taking or will take to reduce the risk of further loss to the State.  In addition, the Vendor shall maintain cyber liability insurance with liability limits of the amount of ________ to protect any and all State data the Vendor receives as part of a project covered by this agreement. If the Vendor contracts with a third-party to host any of the State data the Vendor receives as part of the project covered by this agreement, then the Vendor shall include a requirement for cyber liability insurance as part of the contract between the Vendor and the third-party hosting the data in question.  The Vendor shall include in its contract with any such third party a provision requiring that the State has the right to audit any and all of the records of the third party in so far as these records contain any of the State’s data. The cyber liability insurance shall cover at a minimum expenses related to the management of a data breach incident, the investigation, recovery and restoration of lost data, data subject notification, call management, credit checking for data subjects, legal costs, and regulatory fines. Before beginning work under this Agreement, the Vendor shall furnish the State with properly executed Certificates of Insurance which shall clearly evidence all insurance required in this Agreement and which provide that such insurance may not be canceled, except on 30 days prior written notice to the State.  The Vendor shall furnish copies of insurance policies if requested by the State.

Except as otherwise required by law, Vendor shall provide notice of the incident to the State only. The State shall then give notice to the person or entity whose data may have been involved, to regulatory agencies, and to other entities. This procedure is adopted for the purpose of promoting clarity of reporting and avoiding confusion and double reporting.

Notwithstanding any other provision of this agreement, and in addition to any other remedies available to the State under law or equity, the Vendor will reimburse the State in full for all costs incurred by the State in investigation and remediation of such Data Compromise, including but not limited to providing notification to third parties whose data were compromised and to regulatory agencies or other entities as required by law or contract.  The Vendor shall also reimburse the State in full for all costs the State incurs in its offering of 5 years credit monitoring to each person whose data were compromised.  The Vendor shall also pay any and all legal fees, audit costs, fines, and other fees imposed by regulatory agencies or contracting partners as a result of the Data Compromise.

Notes-The decision to have the State or Vendor do the notification to any person or entity of the breach is a business decision by the agency.  The text in red on cyber-insurance should be used if any PHI or PII data will be visible to or acquired by the Vendor.  It is recommended that the agency set the value of the data at $150.00 per record per incident.

5. CHANGE MANAGEMENT PROCESS:

From time to time it may be necessary or desirable for either the State or the Contractor to propose changes in the Services provided. Such changes shall be effective only if they are in writing and contain the dated signatures of authorized representatives of both parties.  Unless otherwise indicated, a change or amendment shall be effective on the date it is signed by both parties. Automatic upgrades to any software used by the Contractor to provide any services that simply improve the speed, efficiency, reliability, or availability of existing services and do not alter or add functionality, are not considered “changes to the Services” and such upgrades will be implemented by the Contractor on a schedule no less favorable than that provided by the Contractor to any other customer receiving comparable levels of services.


6. WORK PRODUCTS:

The Consultant shall be responsible for the professional quality, technical accuracy, timely completion, and coordination of all Services furnished by the Consultant and any subcontractors, if applicable, under this Agreement.  It shall be the duty of the Consultant to assure that the services and the system are technically sound and in conformance with all pertinent Federal, State and local statutes, codes, ordinances, resolutions and other regulations.  The Consultant shall, without additional compensation, correct or revise any errors or omissions in its work products.
The above paragraph should always be used what is below may or may not apply.  The next three paragraphs replace clause 15 in the Auditor’s template. 

Consultant hereby acknowledges and agrees that all reports, plans, specifications, technical data, miscellaneous drawings, agreements, State Proprietary Information, State Data, End User Data, Personal Health Information, and all information contained therein provided to the State by the Consultant in connection with its performance under this Agreement shall belong to and is the property of the State and will not be used in any way by the Consultant without the written consent of the State.

Papers, reports, forms or other material which are a part of the work under this Agreement will not be copyrighted without written approval of the State.  In the unlikely event that any copyright does not fully belong to the State, the State none the less reserves a royalty-free, non-exclusive, and irrevocable license to reproduce, publish, and otherwise use, and to authorize others to use, any such work for government purposes.  

The following paragraph of the Work Products clause may or may not be applicable to a contract.  Please consider if it is appropriate before it is included in a contract.

Consultant hereby agrees to provide to BIT, for safekeeping, a copy of source code for each executive branch state agency computer system that is developed or maintained by the Consultant. The source code provided will be the latest version that currently runs in a production environment. The Consultant will also provide to BIT any computer system source code for non-executive branch state agencies if requested by the agency owning the system.

7. PRODUCT CONFORMITY:
The State has twelve (12) months following final acceptance of the product(s) delivered by the Vendor pursuant to this Agreement to verify that the product(s) conform to the requirements of this Agreement including the Vendor’s RFP response and perform according to the Vendor’s system design specifications. Upon the State’s recognition of an error, deficiency, or defect, the Vendor shall be notified by the State. The notification shall cite any specific deficiency (deficiency being defined as the Vendor having performed incorrectly with the information previously provided by the State, not the Vendor having to modify a previous action due to additional and/or corrected information from the State). The Vendor, at no additional charge to the State, shall provide a correction or provide a mutually acceptable plan for correction within thirty-days following the receipt of the State’s notice to the Vendor. If the Vendor’s correction is inadequate to correct the deficiency, or defect, or if error recurs, the State may, at its option, act to correct the problem. The Vendor shall be required to reimburse the State for any such costs incurred or the State may consider this to be a breach of the contract.

8. LICENSE GRANT AND SCOPE OF USE:

a) The Vendor grants to the State a perpetual, worldwide, nonexclusive license to use the software and associated documentation, plus any additional software which shall be added by mutual agreement of the parties during the term of this contract.
b) The license usage model is based on  Clearly describe license model, i.e. concurrent users, total employees, etc. 
c) The license grant shall be extended to any contractors, subcontractors, outsourcing vendors, consultants and others who have a need to use the software for the benefit of the State.
d) There shall be no limit on the number of machines, number of locations, or size of processors on which he State can operate the software.
e) There shall be no limit on the operating systems upon which the software may be used on.
f) The State has the right to use industry standard hypervisor high availability, fail-over, and disaster recovery systems to move instances of the software between installation sites.
This applies only if the State is purchasing a perpetual license and even then c), d), and e) may be negotiable but check with Data Center first, f) is non-negotiable.

9. LICENSE AGREEMENTS

Consultant warrants that it has provided to the State and incorporated into this agreement all license agreements, end user agreements, and terms of use regarding its software or any software incorporated into its software before execution of this Agreement.  The parties agree that neither the State nor its end users shall be bound by the terms of any such agreements not timely provided pursuant to this paragraph and incorporated into this Agreement.  This paragraph shall control and supersede the language of any such agreements to the contrary.

It is likely the Data Surety Bond will increase the cost of the contract; check with your client to see if they want or need this clause.

10. DATA SURETY BOND

A. On or before the Effective Date, Vendor shall obtain, execute and deliver to the State a Data Surety Bond in substantially the form attached hereto as Appendix ___. (Get copy of document from Vendor) The Data Surety Bond shall be in the amount not less than _____.  The Data Surety Bond shall ensure all State content and data exchanged is the State’s sole and exclusive property.  Vendor has only a limited, non-exclusive and non-transferable use of any State content or data, and only for the specific purpose of complying with this specific agreement terms and conditions.  

B. Vendor will not transfer, share, or otherwise distribute State data to any third party, including but not limited to, any affiliate, subsidiary, parent, or other related entity without the express written consent of the State.  The Data Surety Bond shall secure the payment of any damages, costs, or expenses resulting from the vendor’s breach in performance hereunder or liability caused by the Vendor.  In the event the relationship shall terminate, the State shall continue to retain their existing owned content and data.  The Data Surety Bond must be issued by a reputable surety company authorized to do business in the State of South Dakota and which is listed in the U. S. Department of the Treasury Circular 570.  The Data Surety Bond must provide that the issuer shall provide the Vendor and the State with 60 days prior written notice of its intention not to issue a renewal bond.  The term of the Performance Bond shall be no less than one year from the date of issue or renewal, but a Data Surety Bond meeting the requirement of section ____ (this clause number) must be in place and enforceable thought out the term of the contract.

C. The Vendor agrees to allow for an independent Third party Audit at a time chosen by the State to ensure State content and data have not been shared or distributed to any organization or entity not party to this agreement.  The Vendor agrees to pay the cost of the audit and the State shall choose the firm to provide the Third Party Audit.

D. The failure, for any reason whatsoever, to maintain a Data Surety Bond as required above shall constitute a material breach by the Vendor and State may terminate this contract immediately upon the lapse of the Data Surety Bond upon written notice to the Vendor unless the Vendor delivers a Substitute Data Surety Bond to the State that complies with the provisions in (section #).

11. CURING OF BREACH OF AGREEMENT

In the event of a breach of these representations and warranties, Consultant shall immediately, after telephonic notice from the State, begin work on curing such breaches. If such problem remains unresolved after three days, at State’s discretion, Consultant may send, at Consultant’s sole expense, at least one qualified and knowledgeable representative to the State’s site where the system is located. This representative will continue to address and work to remedy the deficiency, failure, malfunction, defect, or problem at the site.  The rights and remedies provided in this paragraph are in addition to any other rights or remedies provided in this Agreement or by law.
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