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These clauses are technology oriented.  These clauses need to be added to all relevant contracts.  In some cases some of the clauses are not relevant for a particular contract or may need to have wording changes made.  We encourage you to ask your BIT POC to review these clauses for your project.  They can assist in identifying the relevant clauses.   Once selected, the relevant clauses should be made part of the first draft of the contract.

1. STATE CONTACTS

It is understood that any communications referenced in this agreement (Or exhibit or attachment or appendix as needed) that are required to be between the State and the Vendor will be between the Vendor and the following individual(s) and their designee(s) unless the agreement states otherwise:
(Agency contact(s) with contact information)
 It is understood that any communications referenced in this agreement(Or exhibit or attachment or appendix as needed) that are required to be between the Vendor and the South Dakota Bureau of Information and Telecommunications (BIT) will be between the Vendor and the following individual(s) and their designee(s) unless the agreement states otherwise: 
(BIT Contact(s) with contact information)  


2. RESELLING SOFTWARE

The Vendor is acting as reseller for  (Company name here) of their product (Product name here).  As such the Vendor has attached to this agreement as exhibit ____ all the licensing requirements of  (Company name here) including any End User License Agreements that apply to (Product name here).  The state will not be bound by any End User License Agreements that are not incorporated into this contract.  This includes those agreements that require as part of the install or use of a product a ‘click agree to continue’ or similar type of process.  In such cases, the state acknowledging or agreeing to terms not included in writing in this agreement shall reflect only a step required in the install or use process for the product and shall create no further obligation for the state beyond what is included in this agreement. The Vendor will provide the needed planning and installation documents for the state to follow in implementing and managing the product and certifies that for (Product name here) all the licensing requirements of (Company name here) being purchased through this agreement will be met if the state adheres to the planning documents provided.  This certification will be performed before (Product name here)’s installation and reviewed in a technical walk-through before Vendor is paid for the acquisition of (Product name here) and its installation.  In case of conflict this clause to take precedence over any other agreement.

If (company name here) makes any changes in the licensing requirements for (Product name here) the reseller must notify the State in writing of these changes at least (6) six-months in advance of the renewal or of the normal termination of this agreement, whichever occurs first.  If the licensing changes are made within the (6) six-month period then the State must be notified in writing of these changes immediately.  For these changes to be in affect the changes must be added to the renewal contract as signed by the State. Any contract terms that are referenced in the contract but not included in writing as part of the renewal contract signed by the State are null and void.


3. BROWSER:
 
The system, site, and/or application must be compatible with supported versions of Chrome, Safari, Firefox and Internet Explorer browsers. 

Or

The system, site, and/or application must be compatible with the State’s current browser standard which can be found at, http://bit.sd.gov/standards/.

If the system is to be run from internal users, then the link to our Standards listing is more appropriate to indicate our current standard (MS Internet Explorer)

4. USE OF SUBCONTRACTORS:

The Consultant may not use subcontractors or agents to perform the services described herein without the express prior written consent of the State.  The State reserves the right to reject any person from the contract presenting insufficient skills or inappropriate behavior.  

The Consultant will include provisions in its subcontracts requiring any subcontractors or agents to comply with the applicable provisions of this Agreement; any code developed by a subcontractor or agent must be as secure as code developed by the contractor, to indemnify the State, and to provide insurance coverage for the benefit of the State in a manner consistent with this Agreement.  The Consultant will cause its subcontractors, agents, and employees to comply, with applicable federal, state and local laws, regulations, ordinances, guidelines, permits and requirements and will adopt such review and inspection procedures as are necessary to assure such compliance.  The State, at its option, may require the vetting of any subcontractors and or agents.  The Consultant is required to assist in this process as needed.

The Consultant also agrees to take reasonable steps including, but not limited to, all steps explicitly required elsewhere in this agreement and all other steps as are reasonable under the circumstances to ensure that its employees or agents actions or omissions do not cause a breach of the terms of this agreement.

The Use of Subcontractors clause is also in the Auditor’s template.  Replace what the Auditor has with this version.

5. SECURITY ACKNOWLEDGEMENT FORM:

The Contractor’s (Or Vendor’s as needed) employees and any subcontractor(s’) as well as the subcontractor(s’) employees, participating in the work covered by this agreement will be required to sign the Security Acknowledgement form which is attached to this agreement as ______.  The signed Security Acknowledgement form(s) must be given to the BIT before work on the contract may begin.  This form commits the Contractor (Or Vendor as needed) to abide by the terms of the Information Technology User’s Security Guide (ITUSG).  Failure to abide by the requirements of the ITUSG or the Security Acknowledgement form is a breach of this agreement.  It is also a breach of this agreement if the Contractor’s (Or Vendor’s as needed) does not obtain the signature on the Security Acknowledgement from any employees and any subcontractor(s’) as well as the subcontractor(s’) employees, any of whom are participating in the work covered by this agreement, and who begin working under this agreement after the project has begun. Any disciplining of the Contractor’s or subcontractor’s employees due to a failure of an employee to abide by the terms of the Security Acknowledgement Form will be done at the discretion of the Contractor or Subcontractor and in accordance with the Contractor’s or Subcontractor’s personnel policies.   Regardless of the actions taken by the Contractor or Subcontractor, the State shall retain the right to require at its discretion the removal of the employee from the project covered by this agreement.

(The Information Technology Users Guide will be sent separately to the contractor (or Vendor as needed) and no copies of the ITUSG can be made and it cannot be scanned and it will not be part of any public or client agency documents.  This note will be removed from the final version of the contract.)


6. BACKGROUND CHECKS:
The State of South Dakota requires all contractors, subcontractor and or agents who write or modify State of South Dakota-owned software, alter hardware, configure software of state-owned technology resources, have access to source code and/or protected-personally identifiable information or have access to secure areas to have background checks. These background checks must be fingerprint-based and performed by the State of South Dakota with support from the State’s law enforcement resources.  The State will supply the finger print cards and the procedure that is to be used to process the finger print cards.  Individuals should plan on the background check taking two – four weeks.

7. IT STANDARDS:

Consultant warrants that the software and hardware developed or purchased for the state will be in compliance with the BIT Standards including but not limited to the standards for security, file naming conventions, executable module names, Job Control Language, systems software, and systems software release levels, temporary work areas, executable program size, forms management, network access, tape management, hosting requirements, administrative controls, and job stream procedures prior to the installation and acceptance of the final project. BIT standards can be found at http://bit.sd.gov/standards/. 

If a language that is considered to be the standard language is about to change add the name of the new standard to the list of standards above.  If this is going to be attached to a RFP and the goal of the RFP is to change a standard then include a sentence at the end saying that that standard is not in force.

The clause above can be adapted to the needs of your project.  FYI, if this clause is removed understand that BIT can only guarantee best effort service desk and field support of non-standard software and hardware.  Also non-standard software and hardware will not be covered by the State’s disaster recovery plan.  Your project should budget for the development and implementation of a disaster recovery plan.  Your agency will also need to budget for maintenance and exercise of the disaster recovery plan in the future.

Please check the standards link above.


8. INSTALLATION AND OPERATION OF THE PRODUCT:

The State will install and operate the Vendor’s product on the State’s computing infrastructure.  The State’s installation process and operation of the product will follow current State standards.  Those standards can be found at, http://bit.sd.gov/standards/.    It is the Vendor’s responsibility to review these standards and alert the state if the costs enumerated in the contract will change based on state standards.  The state will not be responsible for added licensing or processing costs if the Vendor determines at a later date that by following the standards in effect at the time of installation the state is or would be obligated to pay fines; additional rates; fees; license costs or charges of any type; additional charges of any type or character for Vendor’s or a third party’s intellectual property; or added support costs.

9. MONITORING:

As part of this project the Vendor will provide a monitoring tool the State can utilize to monitor the operation of the proposed solution as well as all systems and all subcomponents and connections.  It is required that this tool be easy to use and provide a dashboard of the health of the proposed solution.
10. SECURITY:
Items B to E below should only be used for customized vendor solutions
Items J to K below should be used if the State will be paying for ongoing support
The Vendor shall take all actions necessary to protect state information from exploits, inappropriate alterations, access or release, and malicious actor attacks.  
By signing this contract, the Vendor warrants that:
A. All known security issues are resolved.

B. All members of the development team have been successfully trained in secure programming techniques.

C. A source code control system will be used that authenticates and logs the team member associated with all changes to the software baseline and all related configuration and build files.

D. State access to the source code will be allowed to ensure State security standards, policies, and best practices are followed.

E. The Vendor will fully support and maintain the Vendor’s application on platforms and code bases (including but not limited to: operating systems, hypervisors, web presentation layers, communication protocols, security products, report writers, and any other technologies on which the application depends) that are still being supported, maintained, and patched by the applicable third parties owning them.  The Vendor may not withhold support from the state for this application nor charge the state additional fees as a result of the state moving the Vendor’s application to a new release of third party technology if:
i. The previous version of the third party code base or platform is no longer being maintained, patched, and supported; and
ii. The new version to which the state moved the application is actively maintained, patched, and supported.  
If there are multiple versions of the applicable code base or platform(s) supported by the third party in question, the Vendor may limit their support and maintenance to any one or all of the applicable third party code bases or platforms.  
F. If a code base or platform on which the Vendor’s application depends is no longer supported, maintained, or patched by a qualified third party, the Vendor commits to move its application from that code base and/or platform to one that is supported, maintained, and patched after the State has performed a risk assessment using industry standard tools and methods.  Base on that assessment the Vendor will fix or mitigate the risk based on the following schedule:  high risk, within 7 days, medium risk within 14 days, low risk, within 30 days.  Failure on the part of the Vendor to work in good faith with the State toward a timely move to supported, maintained, and patched technology shall constitute a breach of this contract and shall allow the State to cancel this contract without penalty.
L should be used in all cases.  
G. Assistance will be provided to the State of South Dakota by the Vendor in performing an investigation to determine the nature of any security issues that are discovered or are reasonably suspected after acceptance.  This investigation can include security scans made at the State’s discretion.  Failure by the Vendor to remedy any security issues discovered can be considered a breach of this contract by the State.
The rest of the section should only be used if software is being developed.
The state applies security patches and security updates as needed to maintain compliance with industry best practices as well as state and federal audit requirements.  Vendors who do business with the state must also keep up with industry security practices and requirements.   Vendors must include costs and time needs in their proposals and project plans to assure they can keep up with all security needs throughout the life-cycle of a project.   The state will work in good faith with vendors to help them understand and support state security requirements during all phases of a project’s life-cycle but will not assume the costs to mitigate applications or processes that fail to meet then-current security requirements.
 
At the state’s discretion, security scanning will be performed and or security settings put in place or altered during the software development phase and during pre-production review for new or updated code. These scans and tests, initially applied to development and test environments, can be time consuming and should be allowed for in project planning documents and schedules. Products not meeting the State’s security and performance requirements will not be allowed into production and will be barred from User Acceptance Testing (UAT) until all issues are addressed to the state’s satisfaction. The discovery of security issues during UAT are automatically grounds for non-acceptance of a product even if a product meets all other acceptance criteria. Any security issues discovered during UAT that require product changes will not be considered a project change chargeable to the state. The state urges the use of industry scanning/testing tools and secure development methods be employed to avoid unexpected costs and project delays. Costs to produce and deliver secure and reliable applications are the responsibility of the software entity producing or delivering an application to the state. Unless expressly indicated in writing, the state assumes all price estimates and bids are for the delivery and support of applications and systems that will pass security and performance testing. 
The Contract shall clarify the security-related rights and obligations of all the parties to a software development relationship including any third-party contractors, subcontractors or other entities hired by Vendor.
Consistent with the provisions of this Contract, the Vendor, subcontractor and or agent throughout shall use the highest applicable industry standards for sound secure software development practices to resolve critical security issues as quickly as possible.  These standards include but are not limited to the South Dakota Application Security Vulnerabilities document which can be found at http://cybersecurity.sd.gov/docs/development/DevelopmentSecurityItems.pdf.  Items listed under Section A of the South Dakota Security Vulnerabilities document may not be present.  Continued compliance of these standards is required as the standards will change over time.  The "highest applicable industry standards" shall also be defined as the degree of care, skill, efficiency, and diligence that a prudent person possessing technical expertise in the subject area and acting in a like capacity would exercise in similar circumstances.

Check the link above before sending

Items A to F below should only be used for customized vendor solutions

By signing this contract, the Vendor agrees to provide the following information to BIT:

A. Name of the person responsible for certifying that all contract deliverables are secure.  

B. Documentation detailing the vendor’s version upgrade process (for those applications where there is/will be a maintenance agreement).  

C. Notification of application patches and updates (for those applications where there is/will be a maintenance agreement).  

D. List of tools used in the software development environment to encourage secure coding, for example Hailstorm, WhiteHat, syntax checkers, etc.

E. List of all third party software used in the application, including all libraries, frameworks, components, and other products, whether commercial, free, open-source, or closed-source.   

F. Secure configuration guidelines that describe security relevant configuration options and their implications for the overall security of the software. The guidelines shall include description of dependencies on the supporting platform, including operating system, web server, application server and how they should be configured for security. The default configuration of the software shall be secure.

At the State’s discretion the State will discuss the security controls used by the State with the Vendor upon the Vendor signing a non-disclosure agreement.

11. MALICIOUS CODE

The Vendor covenants that:
A. The Licensed Software does not contain any code that does not support a software requirement.
B. Will not insert into the Licensed Software or any media on which the Licensed Software is delivered any virus, rogue program, time bomb, worm, Trojan Horse, back doors, Easter eggs or other malicious or intentionally destructive code and
C. Will use commercially reasonable efforts consistent with industry standards to scan for and remove any Malicious Code from the Licensed Software before installation. In the event any Malicious Code is discovered in the Licensed Software as delivered by the Vendor to the State under this contract, the Vendor shall provide the State at no charge with a clean copy of the applicable Licensed Software that does not contain such Malicious Code or otherwise correct the affected portion of the services provided to the State under this contract. The remedies in this paragraph are in addition to such other and additional remedies as the State may have at law equity or otherwise

D. Will resolve all known security issues.

12. DENIAL OF ACCESS OR REMOVAL OF AN APPLICATION FROM PRODUCTION

During the life of this contract the application can be denied access to or removed from the production system at BIT’s discretion.   The reasons for the denial of access or removal of the application from the production system can include, but are not limited to, security, functionality, unsupported third party technologies, or excessive resource consumption.  At the discretion of the State contractual payments may be suspended while the application is denied access to or removed from the production system if the problem is caused by the Vendor’s actions or inactions. Access to the production system and any updates to the production system will be made only with BIT’s prior approval.  It is expected that any fixes will be tested on the test system provided by the Vendor as stated in the RFP and not on the production system. It is expected that the Vendor shall provide BIT with proof of the fix proposed before BIT provides access to the production system.  The certification by BIT of the fix on the test system does not guarantee the Vendor access to the production system.  BIT shall sign a non-disclosure agreement with the Vendor if revealing its fix will put the Vendor’s intellectual property at risk.  If the Vendor is unable to produce the project deliverables due to the Vendor actions or inactions within thirty (30) days of the application’s denial of access or removal from the production system and the Vendor does not employ the change management process to alter the project schedule or deliverables within the same thirty (30) days then at the State’s discretion the contract may be terminated and Vendor is required to refund to the State all contractual payments made to that point.

13. MOVEMENT OF PRODUCT:

The State operates a virtualized computing environment and retains the right to use industry standard hypervisor high availability, fail-over, and disaster recovery systems to move instances of the product(s) between the install sites defined with the Vendor provided resource and usage restrictions as outlined elsewhere in The Agreement (Instead of “Agreement” “Contract’” Software License” or “Product Order” maybe used) are maintained.  This movement of product can be done by the State without any additional fees or charges by the Vendor.  As part of normal operations the State may also install the product on different computers or servers if the product is also removed from the previous computer or server provided resource and usage restrictions as outlined elsewhere in The Agreement are maintained. This movement of product can be done by the State without any additional fees or charges by the Vendor.

This clause should be used if non-mainframe software is being licensed or purchased.

14. USE OF PRODUCT ON VIRTUALIZED INFRASTRUCTURE AND CHANGES TO THAT INFRASTRUCTURE: 

The State operates a virtualized computing environment and uses software-based management and resource capping to fulfill licensing obligations and retains the right to use and upgrade as deemed appropriate its hypervisor and operating system technology and related hardware to execute the product without additional license fees or other charges provided the state assures the guest operating system(s) running within that hypervisor environment continue to present computing resources to the licensed product that conform with the terms of the license agreement.   The computing resource allocations within the state’s hypervisor software-based management controls for the guest operating system(s) executing the product shall be the only consideration in licensing compliance related to computing resource capacity. 

This clause should be used if non-mainframe software is being licensed or purchased.

15. LOAD BALANCING

The State routinely load balances applications that run on the State’s computing environment across multiple servers.  The Vendor’s product must be able to be load balanced across multiple servers.  Any changes or modifications required to allow the Vendor’s product to be load balanced so that it can operate on the State’s computing environment will be at the Vendor’s expense.

This clause should be used if non-mainframe software is being licensed or purchased.  

 

16. SOFTWARE FUNCTIONALITY AND REPLACEMENT
The software licensed by the Vendor to the State provides the following functionality:
Describe functionality of software product licensed if this software contains or uses Federal tax information then, based on the risk assessment, include security requirements and/or security specifications.
The Vendor agrees that:
a) If the Vendor reduces or replaces in the opinion of the State the functionality contained in the licensed product, and provides this functionality as a separate or renamed product, then the State shall be entitled to license such software product at no additional license or maintenance fee;
b) If the Vendor releases an option, future product, purchased product or other release that has substantially the same functionality in the opinion of the State as the software product licensed to the State, and it ceases to provide maintenance for the older software product, and then the State shall have the option to exchange licenses for such replacement product or function at no additional charge.  This includes situations where the vendor discontinues the licensed product and recommends movement to a new product as a replacement option regardless of any additional functionality the replacement product may have over the licensed product. 
17. BACKUP COPIES:

The State may make and keep backup copies on the condition that:
a) The State keeps possession of the backup copies;
b) The backup copies are only used as bona fide backups.

18. PAYMENT CARD INDUSTRY DATA SECURITY STANDARD

The State requires an acknowledgement from all service providers who possess or interact with credit card holder data that the service provider is committed to maintaining proper security of the credit card holder data in their possession.  To assure continued compliance with the current Payment Card Industry Data Security Standard, the state requires that the service provider acknowledge its understanding and acceptance of this requirement and provide an annual report on the service provider’s Payment Card Industry Data Security Standard compliance status.

19. USE OF ABSTRACTION TECHNOLOGIES:

The Vendor’s application must use appropriate abstraction technologies, such as relative pathing.  By way of example, hardcoded server names and hardcoded IP addresses are not permitted.

Use of hard-coded resources will result in a failure to pass pre-production testing and may cause the application to fail or be shut down at any time without warning.  In all such cases, correcting the hardcoding violations shall be the responsibility of the Vendor and will not be a project change chargeable to the State.  

Exceptions to this policy may be requested by the Vendor in writing provided they include a mitigation plan that documents the need for the exception, the process by which the application will be maintained, and evidence of on-going maintenance sufficient to assure resources to fix the application are in place should it fail due to the hard-coded resources.  Two (2) weeks must be allowed for the State to review such an exception request and approval shall be granted or denied based on the State’s determination of what is in the best interest of the overall state technology needs for security, consistency, availability, reliability, and supportability.

20. SERVICE BUREAU:

Consistent with use limitations specified in the agreement and the existing nature of BIT’s role as the central IT department for the state, the State may use the Product to provide services to the various branches and constitutional offices of the State of South Dakota as well as county and city governments and school districts.  The State will not be considered a service bureau while providing these services and no additional fees may be charged unless agreed to in writing by the State.

21. PERFORMANCE OF ADDITIONAL WORK:

The Vendor will perform additional work on their application at the hourly rate of ______(or “as stated in the RFP response” if there was an RFP).    This work can be authorized by any of the State signatories to this contract.  This additional work will not be considered a project change chargeable to the State if it is for reasons of correcting security deficiencies, meeting the functional requirements established for the application, unsupported third party technologies or excessive resource consumption.  Completion of this additional work can be a requirement for an application to go into or stay in production.

The above clause only applies to COTS products

22. DISCLAIMER

It is understood and agreed to by all parties that the Bureau of Information and Telecommunications (BIT) is representing that, as the state’s technology governing organization, it has reviewed only the technical provisions of this contract.
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