Hosting and Cloud Contract Clauses
The following clauses may or may not be applicable to your contract.  Please consider if there is hosting of state data offsite.  Not all of the clauses will necessarily be applicable to your situation.

This termination provision is one of three in the master template.  There are alternative clauses in the general and HIPAA sections of the template.  Due to the time needed to replace a hosted solution once implemented the language below is recommended, and while the terms are negotiable, please make certain that any final terms agreed to are sufficient to protect the State’s data as well as access to the State’s data in the event of termination of the contract.  These include: the need to receive the data in its current state and in a format the state can support (non-proprietary or SQL, for example) at least twice (once to provide the conversion team information about the data’s layout/format and values, and once before the contract is canceled to receive the data in its most current format for uploading into the new system), time needed to convert the data from its existing layout/format to a new layout/format as required for a replacement system and definitions of the unique elements of the data.  In addition, the agency must consider at least six factors. 1) How critical is the business function the hosted software will provide, 2) how complex are the business rules of the software, and, 3) how long would it take to find and contract with another vendor, 4) once a new vendor was selected, how much time would be required to convert the data from the layout/format received from the first vendor into the layout/format supported by the second vendor, 5) How much time would be needed to load and test the data into a new vendor’s system, and 6) How much time would it take to train staff in a new software package.

Be sure the Termination Provision does not conflict with any automatic renewal clause.  When in doubt favor the language in the Termination Provision.

1. TERMINATION PROVISION:

This Agreement may be terminated by the State upon thirty (30) days written notice. This agreement may be terminated by the Vendor for cause with the cause explained by the Vendor in writing and upon one hundred and eighty (180) days written notice.  The Vendor is obligated to give the State one hundred and eighty (180) days written notice in the event the Vendor intends not to renew the contract or intends to raise any fees or costs associated with the Vendor’s products or services in a subsequent contract unless such fees or costs have previously been negotiated and included in this contract. In the event the Vendor breaches any of the terms or conditions hereof, this Agreement may be terminated by the State at any time with or without notice.   Upon notice of termination of a contract or upon reaching the end of the term of this contract unless the contract is renewed, the State of South Dakota requires that State applications that store information to repositories not hosted on the State’s infrastructure require the vendor before termination (whether initiated by the State or the Vendor) to extract the State’s information such that the State is able to be load the information onto\into repositories listed in the State’s Standards.  If the information cannot be extracted in a format that allows the information to be loaded onto or into the State’s Standard repositories the information (metadata (data structure descriptions) and data) will be extracted into a text file format and returned to the State.  Upon the effective date of the termination of the agreement the State of South Dakota again requires that State applications that store information to repositories not hosted on the State’s infrastructure require the vendor before termination (whether initiated by the State or the Vendor) to extract the State’s information such that the state is able to load the information onto or into repositories listed in the State’s Standards.  If the information cannot be extracted in a format that allows the information to be loaded onto or into the State’s Standard repositories the information (metadata (data structure descriptions) and data) will be extracted into a text file format and returned to the State.  If termination for such a default is effected by the State, any payments due to Vendor at the time of termination may be adjusted to cover any additional costs to the State because of Vendor's default.  Upon termination the State may take over the work and may award another party an agreement to complete the work under this Agreement.  In the event of termination or at the end of the term of this contract unless the contract is renewed, the Vendor shall deliver to the State all reports, plans, specifications, technical data, and all other information completed prior to the date of termination.  If after the State terminates for a default by Vendor it is determined that Vendor was not at fault, then the Vendor shall be paid for eligible services rendered and expenses incurred up to the date of termination. The terms of this provision were arrived at after negotiation between the parties. This provision is the joint product or work of the parties, and not a provision written or demanded by any one party to this agreement. The Vendor recognizes and agrees, however, that the State of South Dakota cannot enter into an agreement providing for hosting of any of its data on the Vendor’s servers and networks without provisions protecting its ability to access and recover its data in a usable, non-proprietary format in the event of termination of this contract with sufficient time to convert that data and the business functions provided by the Vendor to another system and vendor.

2. SOURCE CODE ESCROW:

A. [bookmark: _DV_C39]Deposit in Escrow:  “Source Code” means all source code of the Software, together with all commentary and other materials supporting, incorporated into or necessary for the use of such source code, including all supporting configuration, documentation, and other resource files and identification by Contractor and version number of any software (but not a license to such third-party software) used in connection with the source code and of any compiler, assembler, or utility used in generating object code.

Within ninety (90) days of the effective date, Contractor shall deposit the Source Code for the software with a nationally recognized software escrow company (subject to the approval of the State, not to be unreasonably withheld) (the “Escrow Agreement”).  Within thirty (30) days after delivery to Customer of any major update, Contractor shall deposit the Source Code for such update with the Escrow Agent pursuant to the Escrow Agreement.  For all other updates, Contractor shall deposit the Source Code for such updates on a semiannual basis with the Escrow Agent pursuant to the Escrow Agreement.

The parties agree that the Escrow Agreement is an “agreement supplementary to” the Agreement as provided in Section 365(d) of Title 11, United States Code (the “Bankruptcy Code”).  Immediately upon termination of this Agreement, the Source Code shall be released back to Contractor.

B. [bookmark: _DV_C40]Conditions for release:  The State will have the right to obtain the Source Code in accordance with and subject to the terms and conditions of this Section and the Escrow Agreement provided that all of the following three conditions are met (collectively a “Release Event”):

1. Contractor winds down its business or liquidates its business under a Chapter 7 Bankruptcy proceeding; or  Contractor discontinues maintenance and support to the Software, 

2. No entity has succeeded to Contractor’s obligations to provide maintenance and support on the Software in accordance with the Agreement in effect between the parties, and 

3. [bookmark: _DV_C41]The State is not in breach of its obligations under this Agreement.

C. Source Code:  In no event shall the State have the right to use the Source Code “barring a release event” for any purpose, and the State is specifically prohibited from using the Source Code to reverse engineer, develop derivative works or to sublicense the right to use the Source Code to any other person or entity for any purpose.  Customer will also be obligated to treat the Source Code as Confidential Information of Contractor under the Agreement.

D. The cost for establishing and maintaining the Escrow Account will be that of the State.

The Stolen Data Liability clause maybe something the Contractor wants added but is not something the State should offer the Contractor without being asked.

3. STOLEN DATA LIABILITY:

In no event shall the Contractor be liable for loss of good will, or for special, indirect, incidental, consequential or punitive damages arising from the state’s use of the services of the Contractor, regardless of whether such claim arises in tort or in contract.

If the state’s records or other data submitted for processing are lost or damaged as a result of any failure by the Contractors, its employees or agents to exercise reasonable care to prevent such loss or damages the Contractors liability on account of such loss or damages shall not exceed the reasonable cost of reproducing such records or data. This limitation shall not apply in the event that the records or data cannot be reproduced at reasonable cost. 

4. DISASTER RECOVERY:

The Contractor will maintain a disaster recovery plan (the “Disaster Recovery Plan”) with respect to the services provided to the State.  For purposes of this Agreement, a “Disaster” shall mean any unplanned interruption of the operation of or inaccessibility to the Contractor’s service in which the Contractor, using reasonable judgment, requires relocation of processing to a recovery location.  The Contractor shall notify the State as soon as possible after the Contractor deems a service outage to be a Disaster.  The Contractor shall move the processing of the State’s services to a recovery location as expeditiously as possible and shall coordinate the cut-over.  During a disaster, optional or on-request services shall be provided by the Contractor only to the extent adequate capacity exists at the recovery location and only after stabilizing the provision of base services.

5. AUDIT: 

When hosting any state data that may be confidential, private, financially sensitive, or contain personally identifiable information, the vendor must agree to: to one of the two following options.  The option not selected should be deleted.

Option 1: Allow State, at Vendor’s expense, twice annually, a security audit and vulnerability assessment to provide third party verification of Vendor’s IT security safeguards for the system and its data. The State can request to review independent audit reports that document the system’s security posture.  This security audit and vulnerability assessment must come from a third party source.

Option 2: Allow the state at the state’s expense to perform up to two security audit and vulnerability assessments per year to provide verification of Vendor’s IT security safeguards for the system and its data.  The state will work with the Vendor to arrange the audit at a time least likely to create work load issues for the Vendor and will accept scanning a test or UAT environment on which the code and systems are a mirror image of the production one rather than requiring a direct scan of the production environment.  

For both options include the following text: The Vendor agrees to work with the state to rectify any serious security issues the security audit and vulnerability assessments reveal.  This includes additional security audits and vulnerability assessments that may be performed after any remediation efforts to confirm the serious security issues have been resolved and no further serious security issues exist.


6. FACILITIES INSPECTION:

The Contractor grants authorized state and/or federal personnel access to inspect their systems, facilities, work areas, contractual relationships with third parties involved in supporting any aspects of the hosted system, and the systems which support/protect the hosted system.  This access will be granted on 24 hour notice.  Such personnel will be limited to staff authorized by the state or the federal government to audit the system, and representatives of the state entity that funds the hosting.  The state accepts that access will be arranged with an escort, and the Contractor commits that the escort will have the access and authority to provide physical access to facilities, answer appropriate questions, and provide requested documentation, including but not limited to executed contract terms, operating procedures, records of drills and tests, evidence of background checks, security logs, and any other items required by state or federal audit requirements or as deemed by the state to be required to demonstrate the Contractor is complying with all contract terms.

7. REDUNDANT POWER AND COOLING TO ALL HARDWARE:

The Contractor will provide documentation and, at the discretion of the state, allow for on-site inspections as needed to demonstrate all facilities supporting the application have adequate redundant  power and cooling capacity to operate uninterrupted, and without the need to refuel generators, for not less than 24 hours in the event the local external power fails. 

8. UPS BACKUP:
  
The Contractor will provide documentation and, at the discretion of the state, allow for on-site inspections as needed to demonstrate that all facilities supporting the application have adequate UPS power to carry the systems for not less than 10 minutes, and to protect the system from power fluctuations including, but not limited to, surge, spikes, sags, and instability.


9. RIGHTS AND LICENSE IN AND TO STATE AND END USER DATA:

The parties agree that as between them, all rights including all intellectual property rights in and to State and End User data shall remain the exclusive property of the State, and that the Contractor has a limited, nonexclusive license to use these data as provided in this Agreement solely for the purpose of performing its obligations hereunder. This Agreement does not give a party any rights, implied or otherwise, to the other’s data, content, or intellectual property, except as expressly stated in the Agreement.

10. MIGRATION CAPABILITY:

Upon termination or expiration of this Agreement, the Contractor will ensure that all State and End User Data is transferred to the State or a third party designated by the State securely, within a reasonable period of time, and without significant interruption in service, all as further specified in the Technical Specifications provided in the RFP.  The Contractor will ensure that such migration uses facilities and methods that are compatible with the relevant systems of the transferee, and to the extent technologically feasible, that the State will have reasonable access to State and End User Data during the transition.

The Contractor will notify the State of impending cessation of its business or that of a tiered provider and any contingency plans in the event of notice of such a failure. This includes immediate transfer of any previously escrowed assets and data and State access to the Contractor’s facilities to remove and destroy any State-owned assets and data. The Contractor shall implement its exit plan and take all necessary actions to ensure a smooth transition of service with minimal disruption to the State. The Contractor will provide a fully documented service description and perform and document a gap analysis by examining any differences between its services and those to be provided by its successor. The Contractor will also provide a full inventory and configuration of servers, routers, other hardware, and software involved in service delivery along with supporting documentation, indicating which if any of these are owned by or dedicated to the State. The Contractor will work closely with its successor to ensure a successful transition to the new equipment, with minimal downtime and impact on the State, all such work to be coordinated and performed in advance of the formal, final transition date.

11. SERVICE LEVEL AGREEMENTS:
The Contractor warrants that all services will be performed in a professional and workmanlike manner consistent with industry standards reasonably applicable to such services.  The Contractor further warrants that the services will be operational at least 99.99% of the time in any given month during the term of this Agreement, meaning that the outage or downtime percentage will be not more than .01%.  In the event of a service outage, the Contractor will 
A. Promptly and at the Contractor’s expense, use commercial best efforts to restore the services as soon as possible, and 
B. Unless the outage was caused by a Force Majeure event, refund or credit the State, at the State’s election, the pro-rated amount of fees corresponding to the time Services were unavailable or $100 US funds per incident, whichever is the greater amount.  For the purpose of this clause, an incident, regardless of time required to return to online position and whether re-keying of data is necessary to return, is defined as any significant reduction in the availability of hosted services lasting more than one minute or resulting in data loss, rework, or occurring more than 3 times in a 24 hour time period.  
1. For example, being forced offline no more than twice in 24 hours would not be an incident if the user could get back online within 60 seconds and continue work where he or she left off.  Being forced off line 3 times in a day would be an incident, regardless.  Being forced off line once in a 24 hour period of time, however, that resulted in the user having to rekey data that was lost would be an incident.  Entering User ID and password to log on shall not be considered data entry.

The Contractor will provide the State with seven days’ prior notice of scheduled downtime in the provision of services for maintenance or upgrades. To the extent possible, the Contractor will schedule downtime during times of ordinarily low use by the State. In the event of unscheduled and unforeseen downtime for any reason, except as otherwise prohibited by law, the Contractor will promptly notify the State and respond promptly to with the State’s reasonable requests for information regarding the downtime. 

The State may suspend, or terminate, or direct the Contractor to suspend or terminate, an End User’s access to services in accordance with the State’s policies. The State will assume sole responsibility for any claims made by End Users regarding the State’s suspension/termination or directive to suspend/terminate such service. The Contractor may suspend access to services by the State or an End User immediately in response to an act or omission that reasonably appears to jeopardize the security or integrity of the Contractor’s services or the network(s) or facilities used to provide the services.  Suspension will be to the minimum extent, and of the minimum duration, required to prevent or end the security issue. The Contractor may suspend the State’s access to services if, after at least thirty (30) days’ written notice to the State and subsequent good-faith, commercially reasonable efforts to resolve the matter with the State to the parties’ mutual satisfaction, the State remains in material breach of this Agreement. The suspension will be lifted immediately when the breach is cured.  The Contractor may suspend access to services by an End User in response to a material breach by End User of any terms of use he or she has agreed to in connection with receiving the services. The Contractor will notify the State of any suspension of End User access to services before suspension

12. HOST FACILITY PHYSICAL SECURITY:

The Contractor will provide documentation and, at the discretion of the state, allow for on-site inspections as needed to demonstrate that all facilities supporting the application have adequate physical security.  This includes, at a minimum, centrally administered electronic locks that control entry and exit from all rooms where the hosted system resides.  Any door security system must either be connected to the building’s power backup system as defined elsewhere or have internal battery power sufficient to last 24 hours in normal usage.  Security events for the physical access system must be logged and the logs stored electronically in a secure location in a non-changeable format and must be searchable.  Retention on the logs must be not less than 7 years.   Log entries must be created for at least: successful entry and exit (indicating whether the access was to enter or exit the room) as well as all security related events such as, doors left open more than 30 seconds, forced entries, failed entry attempts, repeat entries without exit, repeat exits without entry, attempts to access doors for which access was not authorized.  The Contractor agrees to provide, at the state’s request, full access to search the security logs for any access or security events related to any and all rooms and physical locations hosting the state’s system.

13. HOST NETWORK SECURITY:

The Contractor will use industry standard and up-to-date security tools and technologies such as anti-virus protections and intrusion detection methods in providing Services under this Agreement.

The Contractor will, at its expense, either conduct or have conducted at least on an annual basis:
A. An audit of the Contractor’s security policies, procedures and controls resulting in the issuance of AT 101 SOC 3 certification or Contractor must be ISO-27001-2005 compliant;
 
The above statement should generally apply.  Which audit report you require can vary with the circumstances. You should check with an auditor before deciding on which audit to use.  Other audits that could apply are SSAE 16 SOC 1 and SSAE 16 SOC 2. Any SSAE 16 audit should be conducted with the trust principles of security, confidentiality, process integrity, and availability.  FYI, the SAS 70 audit was superseded by the SSAE 16 June 2011.  If you accept a SAS 70 Level II audit be aware that it is not current and does not include everything a SSAE 16 does.

B. A vulnerability scan, performed by a scanner approved by the State, of the Contractor’s systems and facilities that are used in any way to deliver services under this Agreement; and
C. A formal penetration test, performed by a process and qualified personnel approved by the State, of the Contractor’s systems and facilities that are used in any way to deliver services under this Agreement.

14. LEGAL REQUESTS FOR DATA:

Except as otherwise expressly prohibited by law, the Contractor will:
A. Immediately notify the State  of any subpoenas, warrants, or other legal orders, demands or requests received by the Contractor seeking State and/or End User Data maintained by the Contractor;
B. Consult with the State regarding its response;
C. Cooperate with the State’s requests in connection with efforts by the State to intervene and quash or modify the legal order, demand or request; and
D. Upon the State’s request, provide the State with a copy of both the demand or request and its proposed or actual response.

15. EDISCOVERY

The Contractor shall contact the State upon receipt of any electronic discovery, litigation holds, discovery searches, and expert testimonies related to, or which in any way might reasonably require access to the data of the State. The Contractor shall not respond to service of process, and other legal requests related to the State without first notifying the State unless prohibited by law from providing such notice.

16. DATA PRIVACY:

A. The Contractor will use State Data and End User Data only for the purpose of fulfilling its duties under this Agreement and for the State’s and its End User’s sole benefit, and will not share such data with, or disclose it to, any third party, without the prior written consent of the State or as otherwise required by law. By way of illustration and not of limitation, the Contractor will not use such data for the Contractor’s own benefit and, in particular, will not engage in “data mining” of State or End User Data or communications, whether through automated or human means, except as specifically and expressly required by law or authorized in writing by the State through a State employee or officer specifically authorized to grant such use of State data
B. All State and End User Data will be stored on servers located solely within the continental United States.
C. The Contractor will provide access to State and End User Data only to those Contractor employees and subcontractors who need to access the data to fulfill the Contractor’s obligations under this Agreement. 

17. DATA EXCHANGE AND ENCRYPTED DATA STORAGE:

All facilities used to store and process State and End User data will employ commercial best practices, including appropriate administrative, physical, and technical safeguards, to secure such data from unauthorized access, disclosure, alteration, and use. Such measures will be no less protective than those used to secure the Contractor’s own data of a similar type, and in no event less than reasonable in view of the type and nature of the data involved. Without limiting the foregoing, the Contractor warrants that all State and End User Data will be encrypted in transmission (including via web interface) and storage at no less than 128-bit level encryption, and that the Contractor will comply with all other ________ technical specifications of the State as incorporated herein by reference to be found at _______. (If you are incorporating something by reference you must say what it is and where the full text of it can be found)

18. DATA RETENTION AND DISPOSAL:

A. The Contractor will use commercially reasonable efforts to retain data in an End User’s account until the End User deletes them, or for an alternate time period mutually agreed by the parties.
B. Using appropriate and reliable storage media, the Contractor will regularly back up State and End User Data and retain such backup copies for a minimum of thirty-six months.  At the end of that time period and at the State’s election, the Contractor will either securely destroy or transmit to the State repository the backup copies. Upon the State’s request, the Contractor will supply the State with a certificate indicating the nature of the storage media destroyed, the date destroyed, and the method of destruction used.
C. The Contractor will retain logs associated with End User activity for a minimum of seven years, unless the parties mutually agree to a different period.
D. The Contractor will immediately place a “hold” on the destruction under its usual storage media retention policies of storage media that include State and End User Data, in response to an oral or written request from authorized State personnel indicating that those records may be relevant to litigation that the State reasonably anticipates. Oral requests by the State for a hold on storage media destruction will be reproduced in writing and supplied to the Contractor for its records as soon as reasonably practicable under the circumstances. The State will promptly coordinate with the Contractor regarding the preservation and disposition of storage media. The Contractor shall continue to preserve the storage media until further notice by the State. The Contractor will provide documentation and, at the discretion of the State, allow for on-site inspections as needed to demonstrate that all facilities supporting the methods of disposal of storage media, are appropriate to and fulfill all of the State’s needs. By way of example but not of limitation, all hard drives and tapes used to store State data must, upon destruction be properly disposed of.  These and other media, if used, must be appropriately transferred from one environment to another properly scheduled and prepared for reuse in any event, acceptable methodologies must be employed for tracking and auditing to insure data security.

19. MULTI-TENANT ARCHITECTURE LOGICALLY/PHYSICALLY SEPARATED TO INSURE DATA SECURITY:

The Contractor will provide documentation and, at the discretion of the State, allow for on-site inspections as needed to demonstrate that all facilities supporting the application have adequate safeguards to assure that needed logical and physical separation is in place and enforced to insure data security, physical security, and transport security. 

20. ACCESS ATTEMPTS:

All access attempts, whether failed or successful, to any system connected to the hosted system which can access, read, alter, intercept, or otherwise impact the hosted system or its data or data integrity shall be logged by the Contractor.  For all systems, the log must include at least: log-in page used, username used, time and date stamp, incoming IP for each authentication attempt, and the authentication status, whether successful or not.  Logs must be maintained not less than 7 years in a searchable database in an electronic format that is un-modifiable.  At the request of the state, access must be granted to search those logs as needed to demonstrate compliance with the terms of this contract, and any and all audit requirements related to the hosted system.  The state will agree to non-disclosure of any information gained excepting disclosures to authorized audit entities or as needed in the event of a legal action. 

21. PASSWORD POLICIES:

Password policies for all Contractor employees will be documented annually and provided to the state to assure adequate password protections are in place.  Logs and administrative settings will be provided to the state annually as needed to demonstrate such policies are actively enforced.

22. SYSTEM UPGRADES

Advance notice (to be determined at contract time) shall be given to the State of any major upgrades or system changes that the Contractor will be performing. A major upgrade is a replacement of hardware, software or firmware with a newer or better version, in order to bring the system up to date or to improve its characteristics and usually includes a new version number. The State reserves the right to defer these changes if desired. 
[bookmark: _GoBack]
23. SEPARATION OF JOB DUTIES

The Contractor shall enforce separation of job duties, require commercially reasonable non-disclosure agreements, and limit staff knowledge of customer data to that which is absolutely needed to perform job duties. 

24. PROVISION OF SERVICES

The Contractor shall be responsible for the acquisition and operation of all hardware, software and network support related to the services being provided. The technical and professional activities required for establishing, managing, and maintaining the environment are the responsibilities of the Contractor

25. IDENTIFICATION OF BUSINESS PARTNERS

The Contractor shall identify all of its strategic business partners related to services provided under this contract, including but not limited to, all subcontractors or other entities or individuals who may be a party to a joint venture or similar agreement with the Contractor, who will be involved in any application development and/or operations. 

26. REMOVAL OF CONTRACTOR REPRESENTATIVE

The State shall have the right at any time to require that the Contractor remove from interaction with State any Contractor representative who the State believes is detrimental to its working relationship with the Contractor. The State will provide the Contractor with notice of its determination, and the reasons it requests the removal. If the State signifies that a potential security violation exists with respect to the request, the Contractor shall immediately remove such individual. The Contractor shall not assign the person to any aspect of the contract or future work orders without the State’s consent.

27. LOCATION OF STATE AND END USER DATA

All State and end user data hosted by the contractor will be stored in facilities located in the United States of America.  At no time is it acceptable for any State or end user data, when at rest, to be located in facilities outside the United States of America.  This restriction also applies to disaster recovery; any disaster recovery plan must provide for data storage entirely within the United States of America.
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